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            Overview

            Data and cybersecurity issues have never been more important than they are today. Privacy concerns touch upon all aspects of commerce and consumer dealings. Businesses must remain vigilant to keep up with evolving technology while keeping data secure. Failing to follow privacy and cybersecurity laws and regulations can lead to compliance issues, regulatory and public scrutiny, data loss, and the need to notify clients and regulatory agencies.

Through good planning, companies can create strong organizational and outward-facing policies to protect important and sensitive business and personal data, minimize the chance of a breach, and address any incident that occurs.

            
                        Download Service Brochure (PDF)

                        
                         
            
                Representative Experience
                	Served as breach counsel for higher education, health care, manufacturing, and retail clients
	Investigated data security incidents for clients, including coordination with insurers, retention of experts, interaction with governmental and regulatory authorities, preparation of post-incident reports, and advising clients regarding post-incident remediation
	Advised clients, including online retailers, on data security matters including data security program compliance
	Counseled global manufacturing and engineering firm on domestic U.S. and EU GDPR compliance and program implementation
	Responded to energy, health care, higher education, retail, and financial services industry clients’ data breaches and potential security incidents involving hacking, ransomware, and phishing and whaling attacks, providing breach notification assistance and advice on cybersecurity information-sharing
	Oversight activities for bank-wide compliance of the Gramm-Leach-Bliley Act of 1999, including implementation of entity-wide compliant data security and privacy program for a large regional financial institution
	Drafted data privacy and security policies, procedures, and notices for a myriad of commercial and consumer-facing businesses
	Handled security incident investigations and responses, including data breach notifications to regulatory authorities, state authorities, and individuals
	Addressed data privacy and security issues in contract negotiation
	Reviewed cyber insurance policies and provided coverage advice
	Represented banks relating to financial privacy, Bank Secrecy Act, and customer and fiduciary issues

                            

                            
            
                Highlights
                The Steptoe & Johnson Cybersecurity and Data Team helps clients:

	Understand and comply with data privacy and cybersecurity laws and regulations
	Plan and develop compliant organization-wide data security programs
	Plan for and respond to any breach and re-evaluate existing cybersecurity plans following a breach
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                        Computer-Security Incident Rule Creates New Notification Requirem...

                        On November 18, 2021, the Federal Deposit Insurance Corporation (FDIC), the Board of Governors ...

                        Read More 
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                        Are you Prepared for a Potential Breach?

                        Click here to view a recording of the webinar Click here to provide feedback on the webinar &nb...

                        Read More 
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                        2021 Data Privacy and Security Law Update

                        Click here to view a recording of the webinar. Click here to provide feedback on the webinar. C...

                        Read More 
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                        Some HIPAA Happenings

                        Proposed Modifications to HIPAA Regulations under Consideration On December 14, 2018, HHS issue...

                        Read More 
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                        A New Year and a New Approach to State Data Breach Legislation

                        WHAT YOU NEED TO KNOW: Ohio is taking a unique approach to addressing data breaches by offering...

                        Read More 
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                        The GDPR Becomes Effective This Month: Are You Ready?

                        On May 25, 2018, the European Union will begin enforcing the General Data Protection Regulation...

                        Read More 
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                        Midstream Webinar – Midstream Cybersecurity Concerns and Emerge...

                        What are the latest midstream cybersecurity concerns? How is your company poised to respond? In...

                        Read More 
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                    	Business Litigation
	Intellectual Property
	Strategic Technology & E-Discovery Methods


                

            

        

        	

    
        Stay informed. Sign up for our mailing lists.

        Click Here
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	                Disclaimer Agreement

	            

                
	                Please note that Steptoe & Johnson PLLC and its attorneys and other professionals do not owe any duty of confidentiality to any person who sends unsolicited email messages/attachments, mail, or facsimiles to our firm, lawyers, or other employees listed on this website without our advance, express authorization. Our receipt of unsolicited information will not preclude us from representing any actual or potential adverse party and does not establish an attorney-client relationship between you and/or your organization(s) and our firm or our attorneys. We have no obligation to keep confidential any information you send to us prior to establishing an attorney-client relationship. By clicking “accept”, you confirm that you understand this notice.
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  Our website uses cookies to analyze our website traffic and performance to deliver a better user experience. By clicking on “Accept” you agree to the use of cookies.
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      Privacy Overview
    
  	This website uses cookies so that we can provide you with the best user experience possible. Cookie information is stored in your browser and performs functions such as recognising you when you return to our website and helping our team to understand which sections of the website you find most interesting and useful.
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      Strictly Necessary Cookie should be enabled at all times so that we can save your preferences for cookie settings.
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          If you disable this cookie, we will not be able to save your preferences. This means that every time you visit this website you will need to enable or disable cookies again.

        

        
                                              
    

    
  

  
            
  
    3rd Party Cookies
    
      This website uses Google Analytics to collect anonymous information such as the number of visitors to the site, and the most popular pages.

Keeping this cookie enabled helps us to improve our website.
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